[Mpunoxenune Ne 2
K TeXHUYECKOMY 3aJaHHI0 K TOCYapCTBEHHOMY KOHTPAKTY
ot «16» stuBapst 2025 roma Ne 071/25/1

IIporpamMmMa U MeTOAUKA UCIILITAHUA

|. IIporienypa npoBeneHus] HCOBITAHUN

1. 3aKa3uhK OCYIIECTBJISIET MPOBEPKY HAIWYUSA Yy HPEACTaBUTEIA
HcnomHuTens cneayomux 10KyMEHTOB:

— Komus [ '0cy1apCTBEHHOTO KOHTPAKTA € MPUII0KEHUSIMH.

2. B cirydyae oTCyTCTBHS JOKYMEHTOB YKa3HBIX B ITyHKTE | riaBbl [ 3akazuuk
IIPOBOJAUT MEPOIIPUATHS, YKa3aHHBIE B I1. 3 T1aBbl . AKT MpoBepKH OKa3aHus Y CIIyT
(ITpunoxenne Ne 3 k TexHUUECKOMY 33JJaHUIO) HE TIOITUCHIBACTCS IO YCTPAHEHUS
3aMEYaHUN.

3. 3aKa3uuK NpOBEpsET KOMIIOHEHThl Yciyr cornacHo T1iasbl |l Ha
COOTBETCTBUM TpeOoBaHusIM TexHuueckoro 3aaanus. IIpoBepku mnpoBonsarcs
cornacHo riase V.

4. B ciydae otTcyrcTBUsA 3aMEUaHMM WMIM  IIOCIE€ HX  YCTPaHEHHs
MOJMUCHIBAaeTCI AKT TPOBEPKH OKazaHusa Ycuyr (mpuwinoxenne Ne 3 K
TexHHUYeCKOMY 3aJIaHUIO).

I1.Ileap npoBeneHns UCIIBITAHUI

[lenpt0  OPOBEOEHUST  WCHBITAHWM  SIBJISICTCS  INPOBEPKA  COOTBETCTBUS
MPEIOCTABIISIEMbIX Y CIYT CBS3U U €€ KOMIIOHEHTOB TpeOoBaHUsIM TeXHUYECKOTO
3aJaHUs.

CocTtaB npoBepsieMbIX KOMIIOHEHTOB Y CIIYT CBSI3H:

— Kommnonent Ycenyr cBsizu «llepegaua nanubix L2y;

— Komnionent Ycnyr cBa3u «Ilepegaya nanHbIxX»;

— KomnionenT Ycenyr «3ammura JaHHBIXY;

— KommonenT Ycnyr «Orpanndenue 10cTymna K tHGOpMAITH,

— KommonenT Ycnyr « MOHUTOpUHT U o0ecriedeHrne 6€30IacCHOCTH CBSI3UY.

111.006M nucIbITaHMI

IIepedyeHb MPOBEPOK KOMIIOHEHTOB Y CIIYT IPUBEACH HUKE:



No [IpoBepsieMblil KOMIIOHEHT Yro nposepseTcs
1. Komnonent VYenyr «llepenaua | OOGecrieyeHue mepenayd  JTaHHBIX
JTaHHBIX» (3a uckitoueHueM Yceiuyru | C30 B eAuHOM ceTH mepenadu
nepenauun ganubix B BUC nna 'AC | naHHBIX
«BpI100pBDY)
2. Kommnonenrt Yenyr «3ammura | O0ecrieueHre  3alIATHl  JAaHHBIX,
JAHHBIX) oOpabaTbiBaeMbIX M IEpeaaBaAEMBbIX
IIpU OCYLIECTBJICHUU JNOCTyIA sl
C30
3. Kommnonent Yenyr «Orpanudenue | O0ecrieyeHue M KOHTPOJIb JTOCTYIA
nocTyna K nHpopMaImum» MOJIb30BaTelIel B ceTh «ITHTEpHET» C
bunpTpanuen BXOJSIIETO u
ucxojsmero Marepuer-tpaduka mo
npotokosiam HTTP/HTTPS
4, Komnonent Yciyr « MOHUTOPUHT U | BIIOKMpOBKa 3anpelieHHbIX THUIIOB
oOecrieyeHne 0€30IaCHOCTH CBSI3W» | B3aUMOJIEUCTBHIA, MOHUTOPUHT
KaueCcTBa MPEAOCTABIISIEMBIX YCIYT U
samura or DDOS arak
5. Komnonent Yenyr cBs3u | ObecrieueHue nepenayu JaHHBIX OT
«Ilepenava manabIX L2» C30 o Touku HPUCOCTUHEHUS
ECITA
IV.MeToanku TecTUpOBaHUSA
1. IIpoBenenue ucnbiTaHuii KoMnoHenTa Yciayru «llepegaua 1aHHbIX»

- sanieMeHT «Ilepenada nanubix» B BUC ¢ 3a1aHHBIMU [TapaMeTpaMH KauecTBa

- anemeHT «llepenaya naHHbIX» B ceTh IHTEpHET

1. BBenenne
1.1. Hacrosimuii paznen onpenesnser MOpsIoK MPOBEACHUS WCIBITAHUN IPU
npoBepke Yciyr VIcroTHATEIeM B €r0 30HE OTBETCTBEHHOCTH I10 TIPEIOCTaBICHUIO
nocryna C30 & ceru Wurepuer/ECIIJ, ompenenenusix ['ocymapcTBeHHBIM
KOHTPAKTOM Ha 0OBEKTE.

1.2. KoHTponupyembIMu napameTpaMu MOAKIIOUECHUS SBIISIIOTCS:



— IPOITyCKHAas CIOCOOHOCTh KaHaja 1o HampasiieHusM oT U k C30, enununa

u3MepeHus — Mour/c;

— BpeMsl 3a1iepKku [P-nmakeToB, e1MHUIA U3MEPEHUS — MC;

— Bapualnus BpeMeHHU 3anepxku [P-makeToB (nmanee — JKUTTEp), €IMHULIA

U3MEPEHUS — MC;

— norepu |P-nakeToB, eMHUIIA U3MEPEHUS — IPOLICHT.

1.3. KoHTponb npoBOANUTCS C MCHOJB30BAHUEM HMCKIIOUUTENBHO Mepeaadyu U

npueMa nudpoBoi HH(OPMALIMH, B CBSI3U C YEM I1OKA3aTeIU TOYHOCTU U3MEPEHUI

HE YCTaHABJIMBAIOTCA.

1.4. Pe3ynpTaTel IpOBEACHUS HMHCTPYMEHTAIBHOIO KOHTPOJS BHOCSTCS

B [IpoTokon npoBenenust tectupoBanus Ycayr (manee — IIporokon mpoBeneHus

tectupoBanus) ([Ipuroskenne Ne 6 k TeXHUYECKOMY 3aJaHHIO).

2. Meroauka nposepku sneMeHTa «llepemaua manueix» B BUC ¢ 3amaHHBIMEU
napameTpamH KayecTBa

2.1. 3HaueHus MoKasaresie MponyCKHON CIOCOOHOCTH MPOBEPSIOTCS COTIIACHO

TexHn4eCcKoMy 3a/IaHUIO!

2.1.1. TpeGoBanusi K CpeACTBaAM H3MEPEHUH, BCIIOMOTATEIbHBIM YCTPOHCTBAM,

MaTepHuaIaMm.

2.1.2. [Ipy BBINOJHEHUWH TPOBEPKUM MPUMEHSIOT CIEIYIOUIME CpPEAcTBa

M3MEpPEHUH, BCIOMOTaTeIbHbIE YCTPOWCTBA, MaTEPUAJIBL:

— NEPEHOCHOM KOMIBIOTEp (HOYTOYK) C TaKTOBOM 4YacTOTOW HE MEHee

1 I'Tu, oobemom namsatu He MeHee 4 ['0aiit, Hanmnuuem He MeHee | mopTa Gigabit

Ethernet, nHanmuuuem omeparmonnoi cucrembl MS Windows Bepcun 7 u BbIIIe

win FreeBSD/Linux (nanee — HoyTOyk);

— uHTepHeT-0003peBatenb Firefox, Chrome, Opera uw wux aHaioru

(CniytHuk, fnnekc) B Bepcun He panee 2019 rona, ycranosiennbsie Ha HoyTOyke;

— 1O (yrmura) cmd, ycranorinennoe Ha Hoyroyke B coctaBe OC.

2.1.3. [Tpu npoBeieHNU UHCTPYMEHTAIBHOTO KOHTPOJIsi HAa HoyTOyKe TOIKHbI

OBITh OTKJIFOYEHBl AHTUBUPYCHBIE, MEKCETEBbIE 3KpAaHbl M MPOUYME MPOrPAMMBI,
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KOTOpbl€ MOTYT MPHUBECTU K MOBBIIICHUIO 3arpy3KH LIEHTPAIBHOrO MPOIECCopa,

anb0 mepenade JAaHHBIX TI0 CETH, a TAKXKe MPEMSTCTBUIO TEpeladdl JaHHBIX TI0

CETeBBIM MOpTaM (OJIOKUPOBAHUE).

2.1.4. IP-anpec, mumo3 mo ymoyiuaHWI0 W Macka IMOJCETH JJIsi TMPOBEACHUS

npoBepkH, mianbl |P-anpecanuu nis C30, mapamMeTpbl MOAKIIOYEHUS (B TOM, YHCIIE

nopt Ha oOopynoBanuu HcmonHuTens) mpenoctaBisitorcs McnonHureneM npu

MPOBEJICHUU MMPOBEPKH.

2.2. MeTon 1 opsIIOK MPOBEACHUS TPOBEPKH.

2.2.1. [TpoBepka OCYIIECTBIAIOTCS ¢ TIOMOIIBIO KOMaH IbI PiNG yTHauTHI cmd.

[Topsimok nmpoBeIeHNs] TPOBEPKU:

—  Ilogkmounts HoyTOyxk k oOopynoBanuto HWcnonnutenss B Touke

npucoeaunenus k ECITJ] Toro cyobekta PD, B koOTOpoM MPOBOAUTCS MTPOBEPKA

—  Bamyctuts yrmiinty cmd Ha HoyTOyke;

—  Bsectu komany ping X.X.X.X, rae X.X.X.X — IP-aapec BbIICJICHHBIN JIJIs

C30 cornacuHo mrana |P-aapecaruuy;

—  3amycTuTh TECT;

—  IlpepBarth npoBeneHue Tecra 1mo ucreueHun 30 CeKyH/I;

— 3adukcupoBaTh pe3yabTar NpoBepku B [IpoToKosie mpoBeAeHUS TECTUPOBAHUS
VYenyr. TlonoXuTenbHbIM pe3ybTaToM siBisieTcs Hanudue oTkiavka Ha |CMP-

3amnpoc, YTO MOATBEPKIAET CETEBYIO JOCTynHOCTh C30.

2. Metoauka mipoBepku 3jemeHTa «llepegaya JgaHHBIX» B CceTh
HurtepHer.
2.1 VYcraHoBneHHbIE  TpeOOBaHHWA K  KOHTPOJHMPYEMBIM  MapameTpam
noakitoueHust Yciyru B C30:
— CKOPOCTb IepeAaun JaHHBIX — corlacHO TpeboBanuii T3;
— MIPOLIEHT MOTEPSIHHBIX MMaKeTOB — He Oosee 5%;
— 3a/iepKKa Mepeaun NakeToB:
— 0 MPOBOAHBIM KaHasIaM — He 6omee 250 mc;

— Ha COCTAaBHBIX KaHaJlaX C YYCTOM HaJIM4usA OJHOI'O 6eCHpOBOIIHOFO y4acTKa
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(0THOTO CITyTHUKOBOTO cKayka) — He Oosiee 1000 mc.

2.2 TpeOoBaHus K cpeacTBaM M3MEPEHUM, BCIIOMOIraTEIbHBIM yCTPOHCTBAM,
MaTepHuaiam:

221 Ilpm  BBINONHEHUH  HWHCTPYMEHTAIBHOTO  KOHTPOJIS  MPUMEHSIOT
CJIEIYIOLIUE CPE/ICTBA U3MEPEHU, BCIOMOTaTeNIbHbIE YCTPONCTBA, MAaTEPUAIIBI:

- 1 mepeHOCHON KOoMIbIOTEP (HOYTOYK) C TAaKTOBOM 4acTOTOM He MeHee |
[T, o6bemoM mamsTu He MeHee 4 ['0aiit, Hanmnuuem He MeHee |1 mopta Gigabit
Ethernet, Hanmuunem onepanmnonnoit cucrtemsl (ganee — OC) Linux unmu FreeBSD
win MS Windows Bepcuu 7 u Boite (naiee — HoyrOyk);

- uHTepHeT-o003peBatenb Firefox, Chrome, Opera wiam wux aHajioru
(CnytHuk, fnnekc) B Bepcun He panee 2019 rona;

— 1O (yrmwmurta) cmd (koMaHmHAs CTPOKA) YCTAHOBJIICHHOEC Ha Ka)JOM
Hoyt6yxe B coctaBe OC.

2.2.2  Ilpum mpoBeaeHUN WHCTPYMEHTAIBLHOTO KOHTpoisi Ha HoyTOyke mOmKHBI
OBITH OTKJIFOYEHBI AaHTUBUPYCHBIC U TIPOYHE MPOTPAMMBI, KOTOPbIE MOTYT IPUBECTH
K TIOBBIIICHUIO 3arpy3Kd LEHTPAJbHOTO Ipolieccopa, TUO0 mepemade MaHHBIX
10 CETH Tepeiaun JaHHbIX.

2.3 MeTton 1 mOpsIAOK U3MEPEHUMN

2.3.1  H3mepeHnue npoIycKHON CHOCOOHOCTH KaHajia CBSI3U U BPEMEHH 3a/ICPIKKU
IP-makeToB oOCylIlecTBISE€TCS MOCPEACTBOM CEpBHCA ISl KOHTPOJS CKOPOCTU

nocryna B Mateprer (nanee — CKCI) no anpecy http://speedtest.rt.ru ¢ Hoyroyxka,

MOJAKJIIOYEHHOT0 K MOopTy oOopynoBaHusi McnonHurtenss Ha OOBEKTE COrJIACHO
CXEMbI opranuzainuu Y cayr (puc.3).

2.3.2 HacTtpoiiku ceTeBoro mojakitodeHust Ha Hoytoyke (IP-aapec, o3 mo
YMOJTYaHHIO M Macka mojcetu 3a nposepsiembiii C30), miansl [P-aapecanuu mist
C30, napameTpbl NOAKIIOUEHUS (B TOM, YHCIIE TOPT HA 000PYyAOBaHUU

Hcnonuurens) npenoctapisitoTcs cnomHuTeneM npu NpoBEIeHUN POBEPKHU.

2.3.3  TlpoBepka mpoBOAUTKCS B CJICIYIOIIEM MOPSJIKE:


http://speedtest.rt.ru/

— OTkpbITh B HHTEpHET-00O03peBaTene Ha HoyTrOyke sneKTpOHHBIN aapec

xkmuenta CKC/IU (http://speedtest.rt.ru);

— Ha oTkpsIBIIEliCSI B OKHE WHTEpHET-0003peBatTess (CTpaHUIE) HaXKaTh
Ha KHOIIKY «Hadate TecTupoBaHuey;
— Joxnatbcss  OKOHUaHMs  u3MepeHudt  (mpumepHo 60  cekyHn)
¥ 3a)MKCUPOBaTh pe3yabTaT u3MepeHuil B [IpoTokoiie mpoBeaeHUs] TECTUPOBAHUS
VYenyr. B kauecTBe 3HaueHus BpeMEHM 3alepKku [P-mmakeTtoB npuHuMMaercs
ITOJIOBMHA OT U3MEPEHHOU KPYTrOBOU 3aJ€PKKHU;
— CKpHHILIOT pe3yJlbTaTOB M3MEpeHUi BHECTH B [IpoTokon mpoBeneHUs
TECTUPOBAHUS Y CIIYT.
2.34 Usmepenue mnotepb |P-makeToB OCYIIECTBISETCS C UCIOJIB30BAHUEM
yrutel CMd B cienyronieM mopsiake (MOPSAOK TPUBEICH JIs OTIEPAIIMOHHOM
cuctemsl MS Windows):

AJTOopuTM M3MepeHus NpoleHTa noreps |P-nakeros:
— 3amyctuts yrruuty cmd Ha HoyTOyke;
— Beectn komany ping test.ip.rt.ru, rue http://test.ip.rt.ru — 3IeKTPOHHBIH aapec
B cetn «ITHTEpHET» B 30HE OTBETCTBEHHOCTH McnonHuTesst. Pe3epBHbIN 31EKTPOHHBIN
anpec speedtest.rt.ru;
— IIpoBectn Tect B TeueHuun 60 CceKkyHH, MNpepBaTh MPOBEACHUE TECTa
no ucreueHnuu 60 cekyHJ U 3apUKCUPOBATH PE3yJIbTAThl U3MEPEHUS — MPOILEHT
NOTEPSIHHBIX MMAKETOB,;
— Pe3ynpTaThl MHCTPYMEHTAIBHOIO KOHTPOJs odopmuth B IIpoTokon
IIPOBENICHUS TECTUPOBAHUA Y CIIYT;
— CKpHMHILIOT pE3yJbTaTOB H3MEpeHUH BHECTH B IIpoTokon mnpoBeneHus

TECTUPOBAHUSA Y CIIYT.

3. IlpoBeaeHne NPHEMOYHBIX HCNBITAHUI KOMIIOHEHTa Yciayr «3ammra
JAHHBIX>»
- aneMeHT « Kpunrorpaduueckas 3amura KaHaJIOB CBS3H»

1. BBenenue


http://speedtest.rt.ru/
http://test.ip.rt.ru/

1.1 llenbio WCTBITAaHUS SBJSIETCS MPOBEPKAa BO3MOXKHOCTH TepeAayud MaKeTOB
JAaHHBIX B PaMKaxX 3aKpbITOrO (3aIIMIEHHOT0) KOHTYpa CETH U OTCYTCTBHH
BO3MOYKHOCTH TE€pEeJauM IAHHBIX B JIPYTUE CETH.

2. TpeboBanust Kk cpeacTBaM H3MEPEHHI, BCIIOMOTATEIbHBIM YCTPOHCTBaM,
MaTepHuaiam:
21 Ilpu  BBINOJHEHHMH  MHCTPYMEHTAJIBLHOTO  KOHTPOJIA  MPUMEHSIOT
CJIEYIOIIME CPECTBA U3MEPEHUI, BCIOMOTaTeNIbHbIE YCTPOMCTBA, MaTepUaJIbL:
- 1 mepeHOCHON KoMmblOTEp (HOYTOYK) C TAKTOBOM 4acTOTON He MeHee |
[Tu, oobemoM mamstu He MeHee 4 ['Gaiit, Hanmnuuem He meHee 1 mopta Gigabit
Ethernet, nanuuuem onepanronHoit cucteMsl (nanee — OC) Linux unu FreeBSD
nu MS Windows Bepcun 7 u Boiie (nanee — HoyToyk);
- uHTepHeT-o003peBatenib Firefox, Chrome, Opera wiam wux aHajioru
(Cnytuk, fAnnekc) B Bepcun He panee 2019 rona;
— [TO (yrmmura) cmd (komaHIHAs CTPOKA) YCTAHOBJICHHOE HA KaXJIOM
HoytOyxe B coctaBe OC.
3 MeTtona 1 OpsIIOK U3MEPEHUI
3.1 [ns mpoBepku cienyer noiakiaouuTh HoyTrOyk k mopTy oOopyaoBaHus
Wcnomuutens Ha o0O0beKkTe (KPUIITOMApUIPYyTU3aTOpa) M HACTPOHUTH CETEBOE
MOJIKJTFOUEHUE COTJIACHO TMapaMeTpOB TaOIUIBI aapecaluy B O0Iel MoaceTH s
BbIOpanHorO (BbIOpanubix) C30 (tuan IP-agpecamun) - aapec, Macka u IUII03 10
ymonuanuto. [lnan IP—anpecanuu u mapameTpbl NOJAKIIOUEHHUS, OTIPEAesieMbIE B
coorBeTcTBMM ¢ TuiaHoMm [P-ampecanmn C30 B 3aKkphITOM KOHTYpE CETH,
npenocrasisiercs Mcnonnurenem 3aka3uuky npH MPOBEIEHUHU POBEPKH.
AJNTOPUTM NPOBEPKHU:

—  3amyctuts yrwuty cmd Ha HoyrOyke;

—  Bsectu xomanmy ping test.ip.rt.ru, rae test.ip.rt.ru — 31eKTpoHHBINA aapec B
oTKpbITON cetu (cetn «VHTEpHET») B 30HE OTBETCTBEHHOCTH VICTONTHUTEIS.
JlaHHbIi anpec TomKeH ObITh HEAOCTYIICH ISl B3AaUMOICHCTBUS;

— Beectm  komammy ping X XXX, r1me X.XXX - aapec



kpuntoMapipytuszaropa B C30. [lanubiii agpec JOMKEH ObITh JOCTYIIEH B paMKax
B3aUMOJIEUCTBHS BHYTPU 3aKPBITOTO KOHTYPA;
—  PesynpTaThl OpOBENEHHS ~ MHCTPYMEHTAJIBHOTO  KOHTPOJISI  BHOCATCA

B [IpoTOKOJN npoBe/IeHNs TECTUPOBAHUS Y CIIYT.

3. IlpoBeneHue  NPUEMOYHBLIX  MCHOBLITAHUIA  KOMIIOHEHTA  YCJIyr
«Orpanuyenue qocryna Kk nHgpopManumn

- anemMeHT «KoHTeHTHast prbTpanusny
1. BBenenne

1.1. HaCTOHIHI/Iﬁ AJOKYMCHT OIIMCBIBACT MCTOAHUKY IIPOBCIACHHA TCCTHPOBAHUA

KOMITOHEHTa Y ciyr « OrpaHU4eHHe TOCTYIa K HH(POPMaLUm.

1.2. llenpio mnpoBeleHUS TECTUPOBAHMS SBISAECTCS IMPOBEPKA COOTBETCTBUSA
KOMIIOHeHTa Ycnyr «OrpaHudeHue joctyna K HHQopManuu» TpeOOBaHUSM
Texuuueckoro 3amanus (nmamee — T3). CocTaB mpOBEPSIEMBIX 3JIEMEHTOB

KoMItoHeHTOB Y ciyr « MHpopMalimonHas 6e30nacHOCThY (faee - Y CIIyru):

- KomnoneHnt ycnyr «OrpaHuueHue noctyna K uHGOpManum» o0ecrneyruBaeT
OTpaHUYEHHE JTOCTYIa K MH(POPMAIIUU, paclpoCcTpaHeHue KoTopoil B Poccuiickoit
denepannu 3anperieHo, 1 K tHPopMaIiu, HaHOCAIIEH Bpe i 310POBbIO U Pa3BUTHIO
JIeTel, coaeprxkaniencs B cetu IHTepHeT:

— npoBepseMblii aneMeHT «KoHTeHTHas priibTparusy.
2. OO0BEM UCTIBITaHUH.

2.1. B cocraB wucneitanuii anemeHta «KoHTeHTHas QUIbTpanus» BXOAUT
poBepKa Mo 00eCIeYeHHIo ¥ KOHTPOJIIO JOCTYIA MoJib3oBareseil B cetb HTepHeT

¢ ¢punpTpanuen BXoaiero u ucxoasimero Murepuer-rpaduxa.
3. VY cI10BUS U MOPSIOK TPOBEICHUS UCTIBITAHUM.

3.1. IlpoBeneHue HUCHBITAHUNA KOMIIOHEHTa YCIyT NMPOBOJUTCS Ha OOBEKTE, Ha

KOTOpPOM OKa3bIBaeTcs Y ciyra.



3.2. IlpuemouHble HCHBITAHUS KOMIOHEHTa Yciyr «OrpaHudyeHue oCTyma K
uHpOpMAITUN HAYMHAIOTCS pu MTOATBEPKIACHUN TOTOBHOCTH
IIPOTPaMMHO-ANINAPAaTHEIX CpeacTB lcromHuTensa, HUCIOIb3YyEeMBIX B COCTAaBE

IIPOBEPSAEMBIX KOMIIOHEHTOB Y CIIYT.

3.3. Bo Bpems mnpoBeneHuss TecTUpoBaHUs (YHKIMOHAIBHBIX BO3MOXKHOCTEH
CucteMbl HY O/IHA U3 CTOPOH HE JIOJKHA IPOBOAUTH pa0OTHI, KOTOPbIE KAKUM-THO0
oOpa3oM MOTYT TOBIMITH Ha pe3yJbTaThl HCIHBITaHWN. B ciydae kakux-amb6o
OTKJIOHEHUN OT Hacrosmeld I[IporpamMMbl CTOPOHBI JOJDKHBI YTBEPIAWUTH TAKHE

OTKJIOHCHMUA.

4. TpeGoBaHug K CpeACTBaM H3MEPEHHI, BCIOMOTaTElIbHBIM YCTPOWCTBAM,
MaTepuasam:

— [Ipu BBIMONHEHUN WHCTPYMEHTAJIBHOTO KOHTPOJISI IPUMEHSIOT CIEAYIOLIUE
CPEACTBA U3MEPEHUN, BCIOMOTaTEIIbHBIE YCTPOMCTBA, MATEPUAJIBI:

- 1 mepeHOCHON KOMIbIOTEP (HOYTOYK) C TaKTOBOM 4acTOTON He MeHee |
[T, oobemoM mamstu He MeHee 4 ['Gaiit, Hanmnuuem He meHee 1 mopta Gigabit
Ethernet, nanuuuem onepanronHoit cucteMsl (nagee — OC) Linux unu FreeBSD
nu MS Windows Bepcun 7 1 Boiie (nanee — HoyTOyk);

- uHTepHeT-0003peBatenb Firefox, Chrome, Opera wim wux aHajioru

(CnytHuk, SAnnekc) B Bepcun He panee 2019 rona;
— Metonuka TeCTUpOBaHuUs;

— IIpoBepka obOecrneueHuss M KOHTPOJS JOCTyHa IIOJb30BaTeeil B CETh
WuTepHer ¢ ¢uibTpauuei Bxogsuiero u ucxonsauiero HWHTepHer-Tpaduka
KoMnoHeHta Ycnyr «OrpaHdyeHue JocTtyna K HH(oOpManum», 3JIEMEHT

«KonteHTHas puiabTpamms».

4.1. B xadecTBe MPOBEPKU MPOBOJUTCSA TECTUPOBAHUE (UIBTPAIMU JTOMEHOB
corylacHo 0a3e NaHHBIX PECYpCOB, OTHOCSIIUXCS K 3alpelieHHbIM KaTeropusiMm

(HApKOTUKH, TOpHOTpadusi, TEPPOPHU3M, IKCTPEMHU3M, HACUIINE, COLIUATIBHBIE CETH,



aHOHMMaW3eppl W T.J.) B COOTBETCTBUM C TpeOOBAaHUSIMH HOPMAaTHUBHOM

nokyMeHranuen Poccniickon @enepanuu:

- bnoxupoBka URL pecypcoB, OTHOCAIMXCA K 3alPElICHHBIM KaTEeropusiM, I10
npotokonam HTTP/HTTPS, Buecennsix B peectpsl PockomHam3opa, Takue Kak
«EnuHbIn PeecTp NOMEHHBIX UMEH, YKa3aTeJen CTPAHUIl CauToB B ceth HTEpHET
U CETEBBIX aJ[PECOB, MO3BOJISIONIMX HUIECHTU(UIIUPOBATH CalThl B ceTu MHTEepHeT,
cozieprkarue nHpHOpMaIio, pacpocTpaHeHne KoTopoi B Poccuiickoit deaepanmm
3alpelleHO», BHECEHHBIX B «DeepanbHblil CIIMCOK YKCTPEMHUCTCKUX MATEPUATIOBY

MunucrepctBa roctuniuu Poccutickon @enepanuu;

- bnokupoBka pecypcoB, OTHOCAIIMXCS K 3alpelICHHBbIM KaTEropHsiM, IO

BBOIMMOMY IP-anpecy.

AJTOPATM NPOBEPKHU:
— Hactpouts Ha HoyTOyke IP-anpec, uio3 mo yMoI4aHUIO U MacKy MOJCETH,

Ha3Ha4yeHHbIE 11 nposepsemoro C30;

— [Moaxmounts HoyTOyk k 060pynoBanuto Mcnonnurens Ha 00bEKTe;

— Hactpouts Ha HoytOyke [P-aapec, IP-aapec nuiro3a mo yMmo4aHuio U Macky
MOJICETH B COOTBETCTBUM C TutaHoM [P-anmpecaruu. JlononHUTENbHO Ha HOYTOYKE
HacTtpouTh |P-aapec mpokcu-cepBepa B COOTBETCTBUM ¢ TuiaHOM |P-aapecanuu u
yCTaHOBUTH (haiinm cepTudukara mnpokcu-cepBepa. Ilman I[P—aapecanuu u
napaMeTpbl TOAKIIOUEHMS] JJISi TMPOBEACHUS TPOBEPKH  MPEIOCTABISIETCS

HcnonmanteneM 3aka3unKy NPy MPOBEICHUN TPOBEPKH;
— 3anyctuth Ha HoyTOYyKe nuntepuer-0paysep;

— Brectu B agpecnyto ctpoky URL pecypca, oTHOcsIIerocs: kK 3anpeméHHon
kateropuu (nmpuioxenue Nel). YoenuTscs, 4To JOCTYH K 3alPEIICHHOMY PECYpCy

3a0JIOKMPOBaH,

— Brectu B anmpecnyto ctpoky URL pecypca, oTHOCAIIErocss K pa3peméHHon

kareropuu (npuinoxenue Nel). YOenuTbces, 4To JOCTYI K PECYPCY Pa3pelIEH;
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— Bectu B azapecnyto crpoky |P-agpec pecypca, oTHocsmierocss
sampenméHHo  kareropun (mpuioxkenue Nel). YOemuThcs, dYTO IOCTYym K

3anpeneHHOMY pecypcy 3a0JI0KMPOBaH;

— Beectu B azapecHywo crpoky |IP-agpec pecypca, oTHocsmierocs K
pa3pemi€HHoON kareropuu (mpuiioxenue Nel). YOenuTbces, 4To AOCTYN K pecypcy

pa3peuiéH;

- Pesynprar nposepku otpazuth B IIpoTOkone mpoBeneHHs TECTUPOBAHUS

Yenyru (npunoxenue Ne 6 k TexHUUIecKoOMy 3a/IaHHIO).

[Tpunoxenue Ne 1
[lepeunn URL pecypcoB u pa3penieHHbIX U 3anpenieHHbx |P-agpecos:

1. TIlepeuyenp 3ampeméHubix u paspeméaHbix URL  pecypcoB  (mpoTokos
HTTP/HTTPS)

URL pecypca (mpumep criucka) | IP-anpec Pesynprar Kareropus

Hoytbyka c | GIOKHpPOBKH

KOTOpPOTO

HPOBOIUTCS

poBepKa

(oTKpBITas

JIBC):
https://yandex.ru 10.xX.X.X He PaspemenHslii pecypc

3a0JIOKUPOBaH

https://vk.com 10.X.X.X 3a010KupoOBaH ConumanpHas ceThb
https://www.facebook.com 10.x.X.X 3abnokupoBaH ConmanbHas CETh
http://pornhub.com 10.x.x.X 3abnokupoBan | [lopHorpadus
http://worldoftanks.ru 10.x.X.X 3abnokupoBan | Kowmr. urpsr
http://3rm.info/?newsid=26584 | 10.x.X.X 3a0mokupoBaH | -
http://upyachka.ru 10.x.X.X 3abnokupoBan | Jlocyr
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https://vk.com/
https://www.facebook.com/
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2. [lepeuens 3ampeménnbix U paspemi€éaabix URL pecypcos (brnokupoBka no IP-

azpecaM pecypca)
Ip-agpec Caiit IP-anpec Pesynbrar Kareropus
pecypca HoyrObyka ¢ | GJIOKHMpOBKH
KOTOpPOTO
HPOBOIUTCS
poBEpKa
(oTKpbITas
JIBC):
87.240.131.99 | vk.com 3abnokupoBan | 3abmokupoBan | ConuanbHast
CeTh
31.13.64.97 www.facebook.com 3abmokupoBan | 3abmokupoBan | ConuanbHast
CeTh
62.240.84.135 | 3rm.info/?newsid=26584 | 3abnokupoBan | 3a0IOKUPOBAH | -
185.12.241.151 | worldoftanks.ru 3abnokupoBan | 3abmoxupoBan | Komn. urpser
4, HpOBeHeHI/Ie NMPUEMOYHBIX HCNbITAHUMI KOMIIOHEHTA Yc.ﬂyr

«MOHHMTOPHHT U o0ecniedeHUue 0€30MACHOCTH CBA3I
- 3JIEMEHT « MexkceTeBoe IKPaHUPOBAHUEY;
- 3JIEMEHT « MOHUTOPHUHT Ka4yeCTBa MPEIOCTABISAEMBIX YCIYI»;

- aneMeHT «3ammra or DDOS araxy.

1. ITpoBepka OJOKMPOBKHU 3aMPEUIEHHBIX TUIIOB B3aUMOJICUCTBUM 3JIEMEHTA YCIIyT

«MexceTeBoe SKpaHUPOBAHUE.

1.1.

Ycnosus u IMOPAIOK IIPOBCACHU A HUCIBITAaHUN

1.1.1. B kadecTBe NpPOBEPKH MPOBOAMUTCS TECTUPOBAHUE OJIOKUPOBKHU
3alpEIIEHHBIX THUIOB B3aUMOJIEUCTBUII B COOTBETCTBHM C HAaCTPOCHHBIMU

MOJIUTUKAMU WH(HOPMAITMOHHON O€30TTaCHOCTH.

1.1.2. TpeboBaHusi K CpeaCTBaM U3MEPEHUI, BCIIOMOraTelbHbIM YCTPOWCTBAM,

MaTepHuaiam:
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1.1.2.1. Ilpy  BBINOJHEHUH  HMHCTPYMEHTAJIBHOTO  KOHTPOJS  IPUMEHSIOT
CIIEYIOIIME CPECTBA U3MEPEHUI, BCIOMOTaTeNIbHbIE YCTPOMCTBA, MaTepUaJIbl:

- 1 mepeHOCHON KOoMIbIOTEP (HOYTOYK) C TAaKTOBOM 4acTOTON He MeHee |
[Tu, oobemoM mamstu He MeHee 4 ['Gaiit, Hanmnuuem He meHee 1 mopta Gigabit
Ethernet, Hamuunem onepanuonnoi cucremsl (ganee — OC) Linux unu FreeBSD
wi MS Windows Bepcun 7 u Boie (naiee — HoytOyk);

— uHTepHeT-o003peBatenb Firefox, Chrome, Opera wiam wux aHajioru
(CniytHuk, fAnnekc) B Bepcun He panee 2019 rona;

— IO (yrmwmurta) cmd (koMaHaHAs CTPOKA) YCTAHOBJIIGHHOE Ha Ka)JIOM

HoytOyxe B coctaBe OC.

1.1.3 nsa mpoBenenus npoBepkd HoyTOyk HE0OXOAWMO MOAKIIOYUTH K TMOPTY
KPUIITOMApIIPYTU3aTOpPa JUI OTKPBITOM CETH WIM HanpsMyl K KOMMYTaTopy

JOCTyIIA.
AJTOPATM NPOBENCHUS ITPOBEPKH

—  Hactpouts Ha HoytOyke [P-anpec, [P-aapec nuito3a mo yMoI4aHuIo U MacKy
MOACETH B COOTBETCTBUM € MuiaHoMm [P-ampecanmm. Ilnan IP—anpecanun un
apaMeTpbl MOJKIIOYEHUA [JIl TPOBEACHUS NPOBEPKA IPEAOCTABIACTCS

Hcnonuurenem 3aka3uuKy MpH MPOBEICHUHN IPOBEPKU;
—  Bamyctuts yruuty cmd;

—  Bsectu komanay ping 192.168.1.1, 2oe 192.168.1.1 — IP-ampec yacTHOU ceTh

kiacca C (ae ucnonb3yemoit B [Tnmane IP-agpecamu C30);
— YO6enuthbes, UTO JOCTYII K CTOPOHHEH ceTH 3a0JI0KUPOBaH;
—  3adukcupoBaTh pe3ysbTaT MPOBEPKHU.

1.2 TlpoBepka 53JI€MEHTOB YCIyrd «MOHHUTOPUHI KadyecTBa MPEIOCTaBIISEMbIX

yciyr» U «3amuta ot DDOS artaky.

1.2.1. B xone oxazanusi Yciayru «MOHUTOpUHI M oOecriedyeHue 0e30MacHOCTU
cBs3u» Mcnonnutens oOecnieunmBaeT okazaHue Yciuyr «MOHUTOPHHI KadecTBa
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MpeAoCTaBIsIEMbIX yCIyr» U «3amuTta or DDoS aTak» B COOTBETCTBUU C YCIOBUSIMU

roCyJIapCTBEHHOTO KOHTpPAaKTa B X0ji€ npeaocTaBiienus Y ciayr nocpeactsom ECIIJ]

B COOTBCTCTBHH C I[GI‘/’ICTBYI-OHII/IMI/I TCXHUYCCKHMMHN IIOJIJMTHKAMHM B YaCTHU

o0ecreyeHus MOHHWUTOPHHI'A U 0€e30I1aCHOCTH CBSI3H.

1.2.2. JloctaTouHbIMH (paKTOpaMH JJIsi TIOATBEPXKACHUSA (PakTa OKa3zaHHs YCIyT

SABJIAIOTCA:

- OTCYTCTBHC BIIMSIHUM Ha nepeaady MAaHHbBIX, B TOM YHCJIC M Ha AOCTYIIHOCTH

PECYPCOB, B TOM YHCJIC BCIICACTBUC OCYHICCTBIICHUA DDoS arak.

1.3. Pesynmbrarhl mpoBepku OTpa3uTh B [IpoTokosie MPOBEACHHS TECTHPOBAHUS

Ycnyru (mpunosxenue Ne 6 k TexaudaeckoMy 3a/1aHHUIO).

oT 3aka3umka:

3amecTuTens MuHMCTpa

HH(pPOBOro pa3BUTHSA, CBI3H H MACCOBBIX
KoMMyHuKkanuii Poccuiickoit @enepannu

/I K. Yruusenko /
IMoanucano 3J1eKTPOHHOMH MOANMNCHIO:
Cepruduxar: 7421D613C53709ABF3D16EE5402D637F

Beinan: Kasnaueticteo Poccun
Cpoxk geiictsust: ¢ 07.05.2024 mo 31.07.2025

ot Ucnonnurens:

Buue-Ilpe3uaenT no padote ¢ KPynHbIMHA
KOpHnopaTtuBHbIMM KaueHTamu I[TAO
«PocTesexom»

/B.I1. Bonkos/

IMoanucano TeKTPOHHOI MOANMUCHIO:

Ceprudukar: 62A9DB0018B255A740662F14FD961E2F
Beian: "OOO ""KOMITAHUA ""TEH30P"""

Cpoxk geitcteust: ¢ 29.10.2024 mo 19.06.2039
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